POSTAL AND COMMUNICATIONS POLICE

T

he Celebrations for the 150th Anniversary
of the Italian Unification have been
focused on
the achievement of
the
fundamental rights of citizens as well as on
the principles of freedom and democracy.
Freedom and democracy are also the key
principles underlying the ideas and thoughts
circulating throughout the communication
networks, first of all on the Internet.

The protection of Internet users is a main task
of the Italian National Police that is called
upon to operate in the real and in the virtual
world. The Italian Department of Public
Security, which is this year celebrating its 30th
anniversary, endeavours to make the Internet a secure tool for trusted
relationships by means of the Communications Police. In this framework,
the Communications Police – officially defined as “the central body of the
Ministry of the Interior for the security and regularity of telecommunication
services” – has been more recently identified as the “National Contact
Point” to face international cybercrime emergencies.
A number of awareness campaigns addressed to children surfing the
Internet, together with partnerships with national and international private
stakeholders and synergies with Non Governmental Organizations, all testify
the path that the Italian National Police will follow in order to be always close
to Internet users, particularly to the most vulnerable among them.

Antonio Manganelli
Chief of Police
Director-General of Public Security
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T

he globalization of communications
brought about new and more serious
vulnerabilities for computer and internet
users who may be subject to attacks, coming
from anywhere in the world, mainly targeting
information assets and personal data.
In order to ensure adequate security
conditions in the virtual environment, it is
crucial for users to rely on a highly
specialised
police force, such as the
Communications Police, whose mission is
directly aimed at protecting Internet users
and operators.

In this context, the excellence role played by the Communications Police
has been internationally recognized thanks to its organizational, strategical
and investigative initiatives undertaken through the National Centre for
Combating Child Pornography On-line (CNCPO), the National Cybercrime
Centre for Critical Infrastructure Protection (CNAIPIC) and the On-Line Police
Station.
An effective response to such bordless crimes requires constant training of
the investigators of this agency in order to maintain their level of
professionality and technical skill at appropriate level.

Santi Giuffrè
General Director
Italian National Police Special Units
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T

he security of sensitive data and of
increasingly valuable
information
assets tends to become the fundamental
premise of a new, free and secured social
life inspired by information technologies.
In order to safeguard this security, the
Postal and Communications Police is
committed to a restless and global fight
against
seasoned cybercriminals in
counteraction activities that imply a
constant presence in new virtual places
where cyber-police officers get closer and
closer to Internet users.

New international cooperation forms, the enhancement of cutting-edge
operational strategies and the implementation of effective synergies
between public and private sectors are the main guidelines in the
Communications Police undertakings, which ensure the protection of global
information systems, a more incisive activity against online child sexual
abuses, as well as the promotion of properly tailored awareness campaigns
for a safer and more responsible use of the Internet by kids and teens.
In this regard it is worth to underline the full involvement of the
Communications Police in international groups and organizations such as
the European Electronic Crime Task Force (E-ECTF), the European Financial
Coalition (EFC) and the Virtual Global Task Force (VGTF), along with
partnership agreements with major financial industry partners and the
implementation of original special investigation techniques to identify young
victims of online child sexual abuses.

Antonio Apruzzese
Director
Postal and Communications
Police Service
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THE POSTAL AND COMMUNICATIONS POLICE

The Postal and Communications
Police has been established by the
reform of the Public Security
Administration and is the supervisor
for mail privacy and the freedom of
any kind of communication among
citizens. Such values have been
stated and confirmed in article 15 of
the Italian Constitution.
In the last years, the technological
evolution has fostered an economic
and social development model
where the access to information
resources is regulated by the use of
personal
computers,
thus
originating a series of criminal
threats for computer security that
have found at the Postal and
Communications Police the natural
terminal for requests coming from
the so called “global village”.
Law No. 269 of 1998 witnesses that
aforesaid, by stating that, among all
the police forces, the Postal and
Communications Police is the one in
charge
of
“undercover”
investigations in order to counter
possible crimes related to child
pornography perpetrated through
computer
systems
or
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telecommunication networks.
A further recognition of the
Speciality operators’ skill in the
recent approval of Law no. 38 of 6
February
2006,
including
“Provisions on the fight against child
sexual exploitation and child
pornography also through the
Internet”, with the addition of
another article to Law no. 269/98
providing for the creation, within the
Communications Police, of the
National Centre for Combating Child
Pornography On-line.
The aforesaid Centre is in charge of
gathering all the reports coming
from foreign law enforcement
agencies as well as from public and
private bodies involved in the fight
against child pornography, regarding
websites that broadcast material
related to sexual abuse of children
by using the Internet and other
communication networks as well as
operators and possible beneficiaries
of payments.
The route taken by the Italian
National Police (INP) in order to
create an investigating structure
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that can keep up with the technical
development has included three
main steps.
In the early nineties, considering the
potentials that technological tools
could offer to criminal organizations,
a team of specialist was created,
within the Directorate of the Criminal
Police, in charge of studying and
analysing criminal phenomena
related to telecommunications.
In 1996 the Operational Unit of
Telecommunication Police (N.O.P.T.)
was established: a team of
professionals who were engaged in
countering crimes affecting the
telecommunications sector.
The creation of the N.O.P.T. has been

the
prelude
to
a
major
reorganization of the whole
Speciality which, in 1998, led to the
establishment of the Postal and
Communications Police Service
where the resources of the N.O.P.T.
and of the Postal Police Division
converged and were aggregated.
However, the task of the Postal and
Communications Police is not
limited to countering the so called
“cybercrime”, but keeps arranging
the organization, planning and
coordination of the institution’s
activities that are related to the
prevention of and response to
crimes regarding postal services
and communication services in
general.

THE POSTAL AND COMMUNICATIONS POLICE SERVICE
This division of the professional
resources allows the Service to
perform an effective action to guide
and coordinate the Speciality also
for the following activities:
- analysis of the application field of
regulation on communication;
- coordination of investigation and
operational activity performed by
the field offices;
- protection of the correct operation
of postal and bancoposta services
(post office banking services);
- fight against piracy and copyright
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protection, especially regarding
software;
- analysis of criminal phenomena
related to the use of high
technology tools, the so called
“High Tech Crime”;
- identification of suitable strategies
to fight criminal phenomena that
originate from telecommunication
and computerized data processing
systems;
- participation in working groups
organized at national and
international bodies;
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- selection, recruitment and training
of personnel;
- collaboration with the academic
world and the operators of the so
called “New Economy”;
- cooperation with foreign law
enforcement agencies;
- participation, as Italian reference
point, in the network of contact
points H24/7 established to fight
High Tech Crime in the context of
the police forces of the G8 Nations
and other 24 Nations that entered
into the agreement;
- control of on-line gaming and
betting.

OFFICES AND DIVISIONS
Postal and Communications Police
offers the citizen a widespread
presence on the whole national
territory through its field offices,
specifically 20 Regional Districts
(the Compartimenti) and 80
Provincial Branches (the Sezioni)
that play a fundamental role in the
Speciality structure as they are the
“vanguards” dedicated to the fight
against the illegal activities that the
Postal and Communications Police
deals with.
The added value given by the field
offices during the investigations,
that are coordinated by the Service
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at central level, is represented by
the knowledge of the territory that is
essential
for
an
effective
investigation, given its geographic
location.
At peripheral level, the field offices
carry out the following institutional
tasks:
- prevention of and response to
cybercrimes and offences related
to postal services;
- protection of the proper operation
of postal, bancoposta and
telecommunication services;
- control of the correct use of
permissions for radio amateur
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devices, equipment, broadcasting
stations;
- control of businesses that sell
telecommunication material or
devices that are subject to
trademark and approval;
- operational bridge with Territorial
Inspectorates of the Ministry of
Economic Development –
Department
of
Communications for the
shared
administrative
monitoring activities.
A
Postal
and
Communications Police
Division, directed by an
officer of the Service, is
located
within
the
premises of the Authority
for Communications with
operational and coordination
tasks.

INTERNATIONAL COOPERATION
The international dimension of
cybercrime, the need to ensure a
steady information exchange during
operations and the continuous
training on investigation techniques
and on technological innovations,
have led the Postal and
Communications Police Service to
participate
in
important
international meetings.
In

particular,

thanks
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to

the

participation in the G8 High Tech
Crime Subgroup and in the
Committee for Information, Computer
and Communications Policy (I.C.C.P.)
of the Organisation for Economic Cooperation
and
Development
(O.E.C.D.), it is possible to play an
active role in the debates on policyinvestigation issues. Inside the G8
network the Service represents the
24/7 international contact point for
cyber emergencies.
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In the framework of the activities
aimed at fighting on-line child
pornography, the Postal and
Communications Police Service
participates in meetings of the Child
Pornography Group, part of the
COSPOL
(Comprehensive
Operational Strategy Plan For
Police).

Moreover, the Service participates in
the works of the European Working
Party on Information Technology

Crime that meets on a regular basis
at the Interpol Secretariat General in
Lyon, of the Europol High Tech Crime
Committee and of the Police
Cooperation
Working
Group
(P.C.W.G.)
of
the
European
Commission. During those roundtable conferences, detectives and
technicians of the Service can
exchange ideas on common
problems with their European
colleagues.
Furthermore,
participating in the International
Organization of Computer Evidence
(I.O.C.E.), the Service contributes to
the development of standards for
the assurance of computer-based
evidence
and
investigation
procedures.
Participation
in
international
conferences and congresses is
frequent.

PROTECTING THE CITIZIENS
The Postal and Communications
Police performs a trenchant
suppression activity of cyber crimes,
as well as promoting and
encouraging awareness campaigns
on lawfulness and safe surfing on
the Internet. As a result, citizens
develop a safe, aware, correct and
critic use of this technology, knowing
its potentials, its risks, and the ways
to protect themselves.
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Such initiatives, which aim at giving
the citizens a new and active culture
of security, intend to spread the
knowledge of the job and the daily
commitment of the Postal and
Communications Police Officers for
the Internet security.
The natural evolution of the society
into a technological society, as it is
today, has led the Administration to
reshape its organization in order to
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adjust to the needs of the
modern citizens.
Indeed, as a result of an
increased
use
of
telecommunication means, the
citizens showed the need to
increase security when surfing on
the Internet. In particular, there is
a need of higher protection of
those who use the network also
for their daily activities, for leisure
or for mere interpersonal
relationships.

ON-LINE POLICE STATION
The Government has given a prompt
reply to the increased expectations
of Internet security on behalf of the
citizens, and established the first
Police Office that the citizens can
address directly from home or their
workplace.
In fact, from February 15, 2006 the
portal of
the “on-line police
station” is operating and can be
entered from the following web
page www.commissariatodips.it. It
is a safe and useful reference point,
close to the web users, where it is
possible to receive information,
advices, general suggestions,
download forms, as well as filing
complaints whenever a citizen has
been victim of one of the new and
so called telecommunication
crimes.
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Available services:
- information: passports, immigration,
minors, bids and licenses;
- prevention: internet, advices,
reports, thematic forum;
- suppression: complaints via the
web for thefts, losses and cyber
crime.
Thank to this modern portal, the first
and only experience in Europe, the
citizens contribute to improve the
security standards, since at any time
it is possible to get in touch and
report to the communication police
experts any fact or event that may be
a danger that is waiting in ambush in
the network. In fact the following is
available.
Obviously,
the
Postal
and
Communications Police does not
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simply help citizens in using the
Internet securely, but it further
analyses all the issues that are related
to the present technological society.

Special attention is given to the fight
against the extremely objectionable
phenomenon of child pornography
on the Internet that is affecting
children, who are the resources of
the future society based on the
values of life:
- a telecommunication security
room, a real operational station
close to the user of the network for
a professional and specific
support, able to provide useful
news and advices for a secure
surfing;
- a specific area where to analyse
topics of this sector, file reports,
chat with experts through a forum.

FIGHT AGAINST ON-LINE PAEDOPHILIA
The Law no. 269 of 3 August 1998,
“Regulations
against
the
exploitation
of
minors
for
prostitution, pornography, sexual
tourism, as new forms of slavery”,
states the commitment undertaken
by Italy when it adopted the
Convention on the Rights of the
Child in New York in 1989.
As of the issuing of such law, the
Postal and Communications Police
is in charge of the suppression of
child pornography on the Internet
and uses special investigation tools
that have been included in the law
that envisages the possibility to
interact with criminal actions
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through “undercover” investigations,
with the additional chance to make
fictitious purchases of illegal
material, to delay its seizure, and to
differ the measures restricting the
freedom of the suspects.
In
the
world
of
virtual
communication, the weight of the
continuous operations to counter
on-line paedophilia and the role
played by the Italian National Police
with a constant information to the
citizens, have helped in awaking
consciences towards the early
perception of the Network as “no
man’s land”.
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In this view, the recent Law no. 38 of
6 February 2006 has established,
within
the
Postal
and
Communications Police Service, the
“National Centre for Combating
Child Pornography Online” (CNCPO),
hence creating a central Pole. Here
all the on-line child pornography
investigations at national level and
related to international cooperation
are organized, as well as all the
initiatives regarding prevention and
management of the countless
information sources in this field.
Thanks to a thorough monitoring of
child pornography websites, the
CNCPO provides the Internet Service
Providers (ISP) with a list of illegal
sites (Black List). On turn, they apply
filters in order to prevent those who
surf the Internet from using
pornographic material that has been
produced by the exploiting children.
In order to counter the market of
child pornography material, the
CNCPO makes use of supports
offered by banks through the
brokerage of the Italian Exchange
Office.
The Centre, as a body connecting
the operations aimed at fighting
Internet paedophilia, communicates
with the monitoring centre for
countering paedophilia at the
Department of Equal Opportunities
of the Presidency of the Council of
Ministers, the connecting authority
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for all the initiatives aimed at the
fight and the prevention at
institutional level, in compliance
with Law No.
38/2006.
The proliferation
of
Internet
services,
as
websites, chats,
newsgroups, email, file transfer
protocol (ftp),
peer-to-peer,
web hosting, and
last but not least
videotelephony
has enlarged the
traditional crime
scenes to the
communication
means.
As to the fight against paedophilia it
is important to mention the
commitment of the Associations, of
the academic world, of hospitals, of
children expert, of Government and
Local Entities, as well as Financial
and Telecommunication Entities
that, together and spontaneously,
have collaborated with the Postal
and Communications Police, and
have started, thanks to the
knowledge of even aberrant
phenomena, a virtuous circle
towards the recovery of legality.
However, it has to be underlined that
the countering activity against child
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pornography, both from the
prevention and response point of
view, is strictly bound to
international collaboration system of
the police, through Interpol , Europol
and Eurojust organizations and in
particular through the use of the
sophisticated software given for free
by Microsoft, namely the “C.E.T.S.”
(Child Exploitations Tracking System)
which handles the data of all the
investigations regarding on-line child
pornography and which, in the
future, could be used to coordinate
the operations of the Postal and
Communications Police on an
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international level as quickly as a
click, since it will be used by several
countries such as Canada, Great
Britain, Brazil, Australia, etc..
In fact, the National Centre, besides
carrying out countless investigation
activities together with Police
organizations worldwide, it actively
participates in specific national and
international round-table meetings
that explore, propose and support
joint projects that encourage the
exchange of investigation methods,
prevention and protection system for
the web users and the victims.
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ENSURING THE SECURITY OF CYBER SPACE AND BUSINESS - PROTECTING
CRITICAL INFRASTRUCTURES

The
Italian
Postal
and
Communications Police is facing the
threats posed by cybercrime, cyber
terrorism, cyber espionage and
cyber-war, through a global

approach aimed at ensuring the
security of citizens while protecting
the national infrastructures that use
the Internet to communicate and
deliver different services.

NATIONAL CYBERCRIME CENTER FOR CRITICAL INFRASTRUCTURE
PROTECTION
Centro
Nazionale
Anticrimine
Informatico per la Protezione delle
Infrastrutture Critiche (CNAIPIC)
The CNAIPIC was established on 9
January 2008 by a Decree of the
Minister of the Interior implementing
Section 7 A, paragraph 1, of Law
No. 155 of July 31st 2005 which
entrusts the
Postal and
Communications Police Service – as
the “central body of the Ministry of
the Interior for the security and
regularity of telecommunications
services” – with the exclusive
competence for the protection of
National
Critical
Information
Infrastructures (C.I.). That same
Decree deﬁnes C.I. as those
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computer systems and services
supporting the functions of public
bodies and administrations, public
or private legal entities and
companies operating in different
economic sectors, or whose activity
– due to their role of protecting
public order and security – is
considered of national interest by
the Minister of the Interior, or upon
proposal of the Prefects (Public
Security Provincial Authority).
Computer Security Services shall
be provided through dedicated
computer connections between the
CNAIPIC and each C.I. based on
agreements entered into with the
Department of Public Security.
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CNAIPIC’s FUNCTIONS
Availing itself of cutting-edge
technologies and the highly skilled
and specialised personnel of the
Postal and Communications Police,
within which it is set up, the CNAIPIC
has the task of preventing and
combating cyber threats carried out
by criminals or terrorists against C.I..
The CNAIPIC is made up of the
following units.
• Operational Room – Single
Contact Point operating 24/7 ;
• Intelligence Unit – Collection of
relevant data and information for
prevention purposes;
• Analysis Unit – Comparative
insight on collected data and
information; creation of Predictive
Reports on vulnerabilities, on the
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evolution and trends of cyber
threats and on new techniques
developed by cyber criminals;
• Investigative Unit – Operative
response to cyber attacks against
C.I, which includes coordination of
the activity performed by the
Postal and Communications
Police Filed offices - specifically
20
Regional
Districts
(Compartimenti) and 80 Provincial
Branches (Sezioni) - and cooperation with international LEAs
and organizations such as Interpol
and Europol, as well as through
dedicated co-operation networks
within the G8 High Tech Crime
Subgroup and the Council of
Europe.
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SUPPORTING COUNTER TERRORISM ACTIVITIES
The technical and investigative
support to investigations provided by
the Central Directorate for the
Counterterrorism Police and the
General Investigations and Special
Operations Division (D.I.G.O.S.)
operating within the Questure
(Provincial Police Authority) has
allowed this Special Unit to give a
contribution – significant in some
cases – for the successful outcome
of most relevant investigations
conducted in the last few years in
the area of national terrorism.
Additionally, this Unit has cooperated to conduct special
investigations on international
terrorist activities perpetrated by
means of IT and electronic
communication tools used by
terrorist groups.
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With the aim of preventing riots and
dangers for the public order and
security,
the
Postal
and
Communications Police provides for
the regular and steady monitoring of
the Internet, focusing their attention
on web spaces and online
communication channels used by
organizations or groups
for
propaganda,
proselytism
and
planning of demonstrations as well
as other initiatives and actions of
demonstrative and violent nature.
Countering cybercrime is a
continuous and restless challenge
with no border. Even the smartest
investigator would never be able to
win this battle alone. Success will
depend on the capacity to work in
synergy
with
specialised
counterparts worldwide capable of
operating simultaneously and also
availing themselves of sophisticated
communication systems.
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